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TOm tat:

Trong quan tri nha nudc dya trén
dir liu, viéc xur ly di liéu ca nhén
(DLCN) trong tinh huong khan Cap
can dam bao can bang giira quyén
riéng tu cua chu thé DLCN va loi ich
chung cua cong dong. Bai viét phan
tich quy dinh ctaa phép luat Viét Nam,
chi ra kho khan khi xtt ly DLCN trong
tinh trang khan cip. Nghién ctu két
hop gitra phan tich luat thuc dinh va sir
dung nguyén tic twong xtmg 1am cin
ctr dé danh gia mirc do hop 1y khi han
ché quyén chu thé dir lieu. Tur do, dé
xuat xay dung cac diéu kién cu thé vé
pham vi, thoi gian xu Iy va bat bugc
phai ¢d quy trinh kiém tra lai sau khi
tinh hudng khan cap két thuc. Piéu nay
nham dam bao quyén con ngudi chi bi
han ché trong muc d6 thuc su can thiét
va c6 can cu phap ly ré rang.
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X ly dir liéu ca nhan, tinh hudng
khan cap, kiém soat quyéen luc, bao vé
guyén riéng tu.
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Abstract:

In data-driven public governance, the
processing of personal data in emergency
situations must strike a balance between
the data subject’s right to privacy and the
collective interests of the community. This
article analyzes the relevant provisions of
Vietnamese law and identifies the legal
challenges associated with the processing
of personal data during states of
emergency. The study combines doctrinal
legal analysis with the principle of
proportionality as a framework for
assessing the legitimacy of restrictions on
data subjects’ rights. On that basis, the
article proposes establishing  specific
conditions governing the scope and
duration of personal data processing,
together with mandatory review procedures
following the end of an emergency. These
measures are intended to ensure that
restrictions on human rights are imposed
only to the extent strictly necessary and on
the basis of clear legal grounds.
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1. Pt van dé

Viéc xtr ly DLCN trong céc tinh hudng khan cap theo diém b khoan 1 Piéu 19
Luat Bao vé DLCN nam 2025 du can thiét cho loi ich cong cong nhung dang d6i mat
VGi rai ro xam pham quyén cua chii thé DLCN. Mac du Luat Tinh trang khan cap nam 2025
dd duoc ban hanh nhung phap luat Viét Nam van con thiéu céac tiéu chi dinh luong vé
“mic do can thiét”, dan dén nguy co lam quyén xir Iy DLCN. Céc nghién ciu hién
hanh cha yéu tap trung vao quyén chung cua chu thé DLCN ma chwa nghién ciru thiét
lap céc tiéu chi gii han cu thé bao gdm gidi han vé muc dich st dung, pham vi dix liéu
t6i thiéu va thoi han luu trir sau khan cp. Bai viét tap trung xéac lap cac diéu kién ap
dung va co ché hau kiém, tir d6 d& xuat mé hinh hoan thién phap luat nham dam bao
su can bang thyc chét gitra yéu cau @ng pho khan cap va bao vé quyén riéng tu.

2. Quy dinh phap luat Viét Nam hién hanh vé xir Iy dir liéu c4 nhan trong truong
hop khan cip

2.1. Nhdn di¢n tinh trang khén cdp theo quy dinh phap lugt Vigt Nam

Theo diém b khoan 1 Didu 19 Luat Bao vé DLCN nam 2025, viéc xir Iy DLCN
khéng can su dong y cua chu thé dir lidu dugce cho phép trong cac trudong hop lién
quan dén qubc phong, an ninh qudc gia, trat tu, an toan xa hoi, tham hoa Ién, dich
bénh nguy hiém; khi ton tai nguy co de doa an ninh, quéc phong nhung chua dén mic
ban bd tinh trang khan cap; ciing nhu trong hoat dong phong, chéng bao loan, khang
bd, toi pham va vi pham phap luat nghiém trong theo quy dinh cua phap luat. Vé ban
chat, quy dinh nay thé hién céch tiép can md rong can cir han ché quyén riéng tu dya
trén tiéu chi “nguy co” thay vi diéu kién phap 1y da duoc xac lap chinh thac. Cach tiép
can nay cho thdy phap luat vu tién tinh linh hoat va bao dam kha niang phan ung nhanh
ctia Nha nudc trudc cac rai ro mang tinh hé théng, xuat phat tir yéu cau bao vé loi ich
cdng cong® dong thoi dat ra yéu cau kiém soat chat ché dé tranh lam quyén.

O gbc @6 phap luat chung, Luat Tinh trang khan cdp nim 2025 quy dinh tinh
trang khan cip “l1a trang thai x& hgi dwoc co quan c6 tham quyén ban bé hogc cong bé
khi xdy ra hodc ¢é nguy co xdy ra tham hoa, hogc khi xudt hién tinh hudng de doa
nghiém trong dén tinh mang, sic khde con nguwoi, tai san, quéc phong, an ninh quac
gia va trdt tz an toan xa hgi 2. Piém dang chi y 1a du thira nhan yéu t “nguy co”,
luat van gan viéc ap dung céc bién phap dac biét véi mot hanh vi phap ly chinh thic

1 pang Minh Tuan (2024), Phap quyén trong tinh trang khan cdp: khung 1y lugn va thach thire phdp Iy dat ra,
Tap chi Quan Iy Nha nuéc, S6 344, thang 9/2024, truy cap tai https://vi.quanlynhanuoc.vn/
glnn/article/view/946, truy cap ngay 10/01/2026.

2 Piéu 2 Luat Tinh trang khan cip nam 2025.
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cla co quan c6 thim quyén. Nhu vay, tidu chi “nguy co” trong luat nay khong van
hanh doc lap ma dugc “thé ché héa” théng qua quyét dinh cong bd tinh trang khan
cap, qua d6 tao ra mot ngudng phap 1y rd rang dé kich hoat cac bién phap han ché
quyén. Luat quy dinh ba nhém gom: khan cap vé tham hoa; khan cap vé an ninh quéc
gia, trat tw an toan x& hoi; va khan cap vé quéc phong. Viéc phan loai nay gilp xac
dinh rd muc dich va pham vi &p dung céac bién phép can thiép.

Tir goc d6 phap luat chuy@n nganh, mot sb luat ciing dd co6 quy dinh nhan dién
tinh trang khan cap trong timg linh vuc. Luat Qubc phong nim 2018 cho phép ban bd
tinh trang khan cap vé qudc phong khi xuat hién nguy co truc tiép bi xam luoc hoic di
xay ra hanh vi xdm lugc, bao loan vii trang nhung chwa dén mac tuyén bé tinh trang
chién tranh3. Trong linh vuc y té, Luat Phong, chong bénh truyén nhiém nam 2007 xac
dinh tinh trang khan cap khi dich bénh lay lan nhanh trén dién rong, de doa nghiém
trong dén tinh mang, sic khoe con nguoi va su on dinh kinh té - xa hoi*. Tuong tu,
Luat Tha y ndm 2015 quy dinh viéc ban b tinh trang khan cip trong trueong hop dich
bénh dong vat lay lan rong®... Nhimg quy dinh nay cho thay tinh trang khan cip
thudng dugc nhan dién thong qua ba dau hiéu cét I6i: (i) Muc do de doa nghiém trong
dén loi ich cong cong; (ii) Pham vi anh huéng rong; va (i) Yéu cau ap dung cac bién
phap can thiép dic biét vuot ra ngoai co ché quan 1y thong thudng.

Déi chiéu Luat Bao vé DLCN nam 2025 cta Viét Nam véi quy dinh chung vé
bao vé dir liéu cua Lién minh chau Au (GDPR) cho thay GDPR cho phép xir Iy DLCN
nhay cam khong can su dong y trong cac trudong hop “vi loi ich cong cong quan trong,
dic biét trong linh vuc y té hoic an toan cong dong”, véi dieu kieén khong lan &t quyén
va tu do co ban cua chu thé dir liéu®. GDPR phan biét cac cin ctr xur Iy nhu “vital
interests”, “public interest” va “legitimate interests”, gan véi cac nguyén tic nhu gidi
han muc dich, téi thiéu hda dir liéu va dic biét 1a kiém tra tinh can thiét, twong xing
cua bién phap. GDPR khong chi xac dinh “khi nao dwoc xir Iy” ma con kiém soat
“mic do va céach thuc xir Iy, qua d6 thu hep dang ké nguy co lam dung. Theo quy
dinh cia Piéu 19 Luat bao vé DLCN nam 2025, phap luat Viét Nam cho phép xu ly
DLCN tir giai doan “nguy co™ trong khi GDPR kiém soat chat ché hon bang cach yéu
cau cac can ci Xt ly phai dugc dién giai hep va ludn chiu su gidm sét vé tinh tuong xing.

Tir goc do quyén con ngudi, quyén cia chi thé DLCN 12 quyén con ngudi, viéc
cho phép xir ly dit liéu ma khong can sy dong y ciia chu thé thyc chat 1a mot hinh thic

3 Khoan 10 Diéu 2 Luat Qudc phong 2018.

4 Piéu 42 Luat Phong, chdng bénh truyén nhiém nam 2007.

5 Khoan 6 Diéu 26 Luat Thu y nam 2015.

6 European Parliament & Council (2016). Regulation (EU) 2016/679 (GDPR), truy cap tai https://gdpr-
info.eu/art-9-gdpr/, truy cap ngay 10/01/2026.
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han ché quyén. Theo Diéu 29 Tuyén ngdn Qudc té vé Nhan quyén nam 1948, ciing
nhu Piéu 14 Hién phap nam 2013, stra d6i, b sung nam 2025 cta Viét Nam, viéc han
ché quyén chi dugc dit ra trong nhitng treong hop that sy can thiét, vi cac loi ich cong
cong chinh dang, va phai duge quy dinh bang luat’. Do d6, viéc xac dinh chinh xéc
tinh trang khan cip va ranh giéi giita “nguy co du b4o” va “khan cap thuc t&” 1a diéu
kién quan trong nham bao dam tinh hop hién va chinh dang cuia hoat dong xt Iy DLCN.

2.2. Chai thé c6 quyén xa Iy die ligu cd nhén trong triwomng hep khan cap

Theo Luat Bao vé DLCN nam 2025, viéc xtir Iy DLCN khdng can sy ddng y cua
chu thé trong tinh hudng khan cip c6 thé duoc thuc hién bai bon nhém chi thé véi vai
tro va trach nhiém khac nhau.

Thaz nhdt, bén kiém soat DLCN la chu thé c6 tham quyén quyét dinh muc dich va
phuong tién xu ly dit liéu, qua d6 gitr vai trd trung tdm va chi phdi toan bo qué trinh
xir Iy®. Trong céc tinh hudng khan cap, chu thé nay ddnh gia mirc do rui ro, xac dinh
pham vi dir liéu can xir 1y va lya chon phwong thtc xir Iy phi hop.

Thet hai, bén xir [y DLCN la chu thé thuc hién cac hoat dong xt ly dix liéu theo
y&u cau va dudi su chi dao cua bén kiém soat dit liéu®. Trong bdi canh khan cép, cha
thé nay khong duoc tu ¥ thay d6i muc dich xir ly hoic mé rong pham vi DLCN duoc
xt 1y, ddng thoi phai chiu trach nhiém khi xay ra sai s6t ki thuat hoac ro ri thong tin.

Ther ba, bén kiém soat va xi Iy DLCN: Khoan 9 Diéu 2 Luat Bao vé DLCN
nam 2025 thira nhan md hinh “chi thé lai”, dong thoi 1a “Bén kiém soat va Bén xir ly
DLCN?”, khac véi co ché phan tach vai trd twong d6i ré cia GDPRX, Khi hai chic
nang nay duogc tap trung vao cung mot chu thé, nguy co néi long hoic mo rong muc
dich xtr ly dir liéu gia ting do thiéu su kiém soat doc lap. Pay ciing 1a rai ro dd mot s6
nghién ctu vé GDPR canh b&o'!. M6 hinh nay déng thoi c6 thé lam suy yéu nguyén
tac trach nhiém giai trinh, boi rat kho xac dinh sai pham phat sinh tir quyét dinh xu ly
DLCN hay trr qué trinh xt ly ky thuat.

"Ventrella, E. (2020). Privacy in emergency circumstances: data protection and the Covid-19 pandemic.
Truy cap tai https://pmc.nchi.nlm.nih.gov/articlessPMC7521575/, truy cap ngay 10/01/2026.

8 Xem khoan 7, Piéu 2 Luat Bao vé DLCN nam 2025.

9 Xem khoan 8, Diéu 2 Luat Bao vé DLCN niam 2025.

10 EDBP, Guidelines 07/2020 on the concepts of controller and processor in the GDPR (Version 2.1),
truy cap tai https://www.edpb.europa.eu/system/files_en?file=2023-10/EDPB_guidelines_202007_
controllerprocessor_final_en.pdf, truy cap ngay 26/4/2026.

"van Binsbergen, L. T., Steketee, M. C., Kebede, M. G., Janssen, H. L., & van Engers, T. M. (2025).
Lawful and accountable personal data processing with GDPR-based access and usage control in
distributed systems. Truy cap tai https://www.researchgate.net/publication/389715228  Lawful_and_
Accountable_Personal_Data_Processing_with GDPRbased_Access_and_Usage_Control_in_Distributed_Syste,
truy cap ngay 26/4/2026.
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Thet fur, bén tha ba 1a chu thé khdng thudc ba nhém chu thé néu trén nhung tham
gia vao qua trinh xir Iy DLCN theo quy dinh phap luat'?. Luat Bao vé DLCN nam 2025
chua quy dinh rd rang vé quyén va nghia vu cu thé cua bén tha ba, ddn dén nguy co
phét sinh khoang tréng trach nhiém phap 1y. Trong khi d6, GDPR quy dinh chit ché
viéc bén tha ba chi dugc xir Iy dit liéu trong pham vi chi dao cua bén kiém soat nham
han ché xtr Iy vuot muc dich.

Mic di Luat Bao vé DLCN nim 2025 d3 quy dinh vé xir ly DLCN khéng can sy
ddng y cua cha thé trong tinh hudng khan cap, nhung cac quy dinh hién hanh vé thaim
quyén xir Iy dix liéu trong treong hop khan cdp van mang tinh khai quat, chwa xac dinh
rd chu thé co quyén dua ra quyét dinh cudi cung trong nhiing tinh huéng doi hoi phan
mg nhanh. Piéu nay khéng chi gay kho khan trong thuc tién &p dung ma con cé thé
lam suy giam hiéu qua ang pho trong thuc tién.

2.3. Gidi han vé thoi gian, pham vi va muc dich xiv Iy dig ligu cd nhan trong truwong
hep khén cdp

Thet nhdt, quy dinh vé thoi han quy dinh xit Ii DLCN trong trieong hop khan cap

Theo diém b khoan 1 Piéu 19 Luat Bao vé DLCN niam 2025, phéap luat cho phép
xur ly dit lieu ma khong can su dong y cua chu thé khong dong nghia vai viéc trao cho
cac chu thé xu ly quyén tiy nghi khdng giéi han vé mat thoi gian. Nguoc lai, yéu té
thoi han phai duoc xac dinh va kiém soat chat ché nham bao dam tinh can thiét, twong
xung va tam thoi cua hoat dong xu ly.

Thoi diém bdt dau xir Iy DLCN

Diém b khoan 1 Piéu 19 Luat Bao vé DLCN nam 2025 hién nay chua quy dinh
cu thé. Thuc tién cho thiy cac nha lap phap can can nhic cum tir “can xur ly ngay” dé
xac dinh mdc khoi phét hoat dong xu 1y dit lidu. Viéc xu ly dir liéu c6 thé dugc trién
khai ngay khi xuat hién dau hiéu thyc tién cho thdy nguy co gy ton hai nghiém trong
néu khdng c6 bién phap can thiép kip thoi, thay vi phai chd mot quyét dinh hanh chinh
chinh thirc vé tinh trang khan cap.

Thoi diém két thic xi Iy DLCN

Theo Diéu 3 Luat Bao vé DLCN nam 2025, viéc xir ly dir liéu trong tinh hudng
khan cip mang tinh tam thoi va chi tn tai trong pham vi can thiét. Vi du: DLCN chi
duoc xir ly nham phuc vu truc tiép cho viéc bao vé tinh mang, stc khoe con ngudi
hodc bao dam an ninh, trat tu xa hoi. Khi muc dich xt Iy khéng con ton tai, viéc tiép

12 X em khoan 10 Piéu 2 Luat Bao vé DLCN nim 2025.
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tuc xur Iy hodc luu trir dir liéu s& vuot qué gisi han phép luat cho phép. Trén thuc té,
thoi diém két thuc thuong duoc xéac 1ap thong qua quyét dinh cta co quan nha nude c6
tham quyén, nhu tuyén bd hét dich, xac nhan chdm dit mébi de doa an ninh hoic d& bo
trang thai khan cap. Sau thoi diém nay, viéc tiép tuc khai thac dir liéu thu thap trong
giai doan khan cap c6 thé dan dén xam pham quyén riéng tu va lam sai 1éch muc dich
ban dau. Vi vay, viéc xac dinh rd thoi diém két thuc xu 1y 1a diéu kién quan trong.

Thit hai, quy dinh vé cac logi DLCN duwoc Xt 1y.

Luat Bao vé DLCN nam 2025 phan loai DLCN thanh hai nhom co ban la DLCN
co ban va DLCN nhay cam. Trong tinh hudng khan cip, khi co ché xt Iy khdng can su
dong y dugc ap dung, cac di liu duoc phép xtr Iy chi yéu 1a nhitng thong tin can thiét
dé bao vé tinh mang con ngudi va an ninh quéc gia. Mot sé nhdom DLCN thudng duoc
xtr Iy bao gom: (i) Dix liéu vi tri va lich trinh di chuyén phuc vu truy vét, cau nan hoic
khoanh ving rui ro; (ii) Di liéu nhay cam vé stc khoe nham phuc vu cip cau hoic
phong, chéng dich bénh; va (iii) Di liéu dinh danh va thdng tin lién hé phuc vu canh
béo, so tan hodc xac minh danh tinh. Viéc mién trir yéu cau dong y d6i véi cac nhom
dir liéu nay duoc dit trén co so bao vé loi ich séng con cua cha thé dit liéu va loi ich
cdng cong. Tuy nhién, hoat dong xir Iy van phai tuan thit nguyén tac can xang, chi gioi
han trong pham vi can thiét dé giai quyét tinh hudng khan cip va khong duoc mé rong
sang cac muc dich khac.

Thet ba, quy dinh vé ngi dung va muc dich xiz Iy DLCN trong tinh trang khan cdp.

Theo khoan 6 Piéu 2 Luat Bao vé DLCN nam 2025, xtt Iy DLCN bao gom toan
bo cac hanh vi tac dong Ién dix liu, tir thu thap, ghi nhan, phan tich, xac minh, luu trix
cho dén cong khai, truyén dua, chia sé, chuyén giao, ma hoa, x6a bo hoic huy dir
licu... Tir goc do nguy@n tic twong xing, viéc Luat Bao vé dir liéu c4 nhan nam 2025
dinh nghia xtr ly dir liéu ca nhan theo hudng bao quéat toan bo cac hanh vi tac dong 1én
dit liéu gilip ma rong pham vi kiém soat doi vai moi hoat dong ¢é kha nang anh hudng
dén quyén riéng tu cua chu thé dir liéu. Tuy nhién, phap luat hién hanh méi dung lai &
viéc xac dinh cac hanh vi xir Iy dir liéu ma chwa quy dinh rd giéi han twong tng doi
Vé6i tirng hoat dong xt 1y trong tinh trang khan cp. Diéu nay c6 thé dan dén nguy co
co quan c6 tham quyén ma rong pham vi thu thap, chia sé hoic luu trir dir liéu vuot
qua muc can thiét cho muc tiéu ¢ng pho khan cap. Do d6, can tiép tuc cu thé héa céc
tiéu chi danh gia tinh can thiét va tinh twong xing cta ting hoat dong xu ly di liu
nham bao dam rang viéc han ché quyén bao vé dir liéu c& nhan chi dugc thuc hién
trong pham vi thuc sy can thiét dé bao vé loi ich céng cong.
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3. Thuc tién xi ly dir liéu ca nhan trong trwdang hep tinh trang khan cap va mét
s6 van dé ditra

Thet nhdt, thiéu co ché kiém soat quyen xiz Iy DLCN trong tinh trang khdn cdp -
minh chung tir dai dich Covid-19 tai Viet Nam.

Thuec tién tmg pho dai dich Covid-19 tai Viét Nam cho thay viéc thu thap va sir
dung céc loai DLCN nhu lich st di chuyén, tinh trang y té, théng tin lién hé ca nhan
duoc trién khai rong rai dé phuc vu cong tac truy vét, khoanh ving dich t& va ngin
chin nguy co lay lan trén dién rong!3. Nha nudce ciing di nd luc can bing gitra bao vé
loi ich cong cong va bao dam quyén riéng tu ca nhan. Tuy nhién, thuc tién ciing boc 10
khoang tréng phap Iy vé xir Iy DLCN trong tinh hubng dic biét nay.

- Xu ly DLCN khéng can su dong y thdéng qua ang dung truy vét dién tu
Bluezone/NCOVI.

Nam 2020, ung dung Bluezone dat hon 20 triéu luot tai, con NCOVI ghi nhan
khoang 7,2 triéu luot khai bao y té. Bluezone st dung Bluetooth dé ghi nhan tiép xdc
gan giita ngudi dung nham hd tro truy vét dich t&'4. Vé mat chirc ning, Bluezone sir
dung Bluetooth dé ghi nhan tiép x(c gan giira nguoi dung nham hd trg truy vét dich té.
DU dit liéu duoc cho 1a luu cuc bo va an danh, nhiéu chuyén gia nhan dinh van ton tai
nguy co tai nhan dang khi két hop véi nguon dit liéu khac'®. Tir goc d6 phap 1y, truong
hop Bluezone cho thay Nha nudc c6 thé xir Iy DLCN ma khong can sy dong y trong
tinh trang khan cép, nhung chua cé quy dinh rd vé pham vi dix liéu duoc thu thap, thoi
han Iuu trit, co ché x6a dit liéu sau dich va trach nhiém giai trinh ctia co quan quan ly.

- Xir ly DLCN thong qua hoat dong truy vét nguodi mang bénh trong thuc tién
phong, chéng dich Covid-19.

Trong lan song Covid-19 thir tw ndm 2021, co quan chitc nang da thu thap va xu
1y lugng I6n dit liéu ca nhan nhu lich st di chuyén, tinh trang stic khoe va quan hé tiép
xtc dé phuc vy truy vét. Theo WHO, dén cubi nam 2021, Viét Nam ghi nhan hon 1,65 triéu
ca nhidm va thuc hién khoang 35,4 triéu xét nghiém trén toan qudc phuc vu truy vét
dich t&%6. Viét Nam &p dung co ché phan loai FO-F4 va trién khai truy vét dién rong

13 National Library of Medicine, “In the interest of public safety: rapid response to the Covid-19 epidemic
in Vietnam ”, truy cp tai https://pmc.ncbi.nlm.nih.gov/articles/PMC7839307/?utm_source, truy cap ngay 20/01/2026.

14 Exemplars in Global Health. (2021). Digital Health Vietnam Narrative, truy cap tai https://assets-us-
01.kc-usercontent.com/f5df0764-22d9-0088-d50f-b04f28688d85/5a134e67-3603-4773-aded-c7c3d7eab
9e7/ECR_Digital%20Health_Vietnam_Narrative_Vietnamese%20v2021_0628.pdf, truy cap ngay 26/4/2026.
15 Globe (2020), “Vietnam's contact-tracing app: Public health tool or creeping surveillance? ”, truy cap tai
https://southeastasiaglobe.com/bluezone-contact-tracing-app/?utm_source, truy cap ngay 26/01/2026.

16 World Health Organization & Ministry of Health Viet Nam (2021, December 26), Viet Nam coronavirus
disease 2019 (Covid-19) situation report #74, truy cap tai https://www.who.int/docs/default-source/wpro---
documents/countries/viet-nam/covid-19/viet-nam-moh-who-covid-19-sitrep_26dec2021.pdf?sfvrsn=e 1240a3f 5,
truy cap ngay 26/4/2026.
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nham kiém soét lay nhiém trong cong dong. Tuy nhién, thyuc tidn ndy ciing lam phat
sinh nhiéu van dé phap 1y nhu 16 lot DLCN cong khai lich trinh di chuyén cua nguoi
nhim bénh va chia s¢ dit liéu vuot qua pham vi can thiét. Bo Y té va Bo Thong tin va
Truyén thong khi d6 da phai yéu cu cac dia phuong khong cong khai danh tinh bénh
nhan Covid-19 nhiam bao vé quyén riéng tul’. Diéu ndy cho thdy quyén xi Iy dit liéu
ca nhan trong tinh trang khan cap da duoc mo rong dang ké nhung chwa di kém co ché
giam sét va hau kiém tuong xtnge.

Thet hai, nguy co mé réng quyen xi 1y dir ligu vieot qQuUa muc dich khan cap (nhin
ter vu viéc xu ly cua Hoa Ky).

Thuc tién qudc té cho thay van dé xu Iy DLCN khéng can sy ddng y cua chu thé
dir liéu trong tinh trang khan cip khéng chi dit ra thach thac tai Viét Nam ma con la
bai toan chung caa nhiéu qudc gia. Mot trong nhitng vi du dién hinh 1a vu viéc Apple
tir chbi hd trg Cuc Diéu tra Lién bang Hoa Ky (FBI) mo khoa thiét bi cua nghi pham
trong mot vu xa sting nghiém trong'®, vu viéc nay cho thiy xung dot giira yéu cau bao
dam an ninh qudc gia va bao vé quyeén riéng tu cua cha thé DLCN. Trong hoat dong
cua Apple - FBI, mot s6 hoc gia cho rang co quan thuc thi phép luat can duoc phép
truy cap di liéu trong cac nhiém vu khung bd hoic toi pham nghiém trong trén co so
phap ly nham bao vé an ninh qubc gia. Nguoc lai, phe phan ddi cho rang yéu cau cia
FBI c6 thé tao ra tién nguy hiém cho quyén riéng tu ctia ngudi dung. Giai phap dugc
céc hoc gia dé xuat 1a co quan diéu tra chi duoc yéu cau truy cap DLCN trong: (i) Truong
hop thuc su can thiét (nhu khing bd) va phai c6 lénh cua toa an; (ii) Giéi han muyc
dich xtr ly DLCN trong timg truong hop cu thé; (iii) C6 hoat dong giam sat, dam bao
minh bach va trach nhiém giai trinh rd rang. Thuc chat, giai phap nay dua trén quy
dinh cua Hoa Ky trong Tu chinh thir Tu, yéu cau kham kham va truy cap dix liéu phai
dwa trén cin ct hop 1y va thuong phai cd 1énh, giam sat toa an, dong thoi gidi han
cong viéc sir dung dir liéu. Toa an Tdi cao My trong vu Riley v. California (2014) da
khang dinh viéc khdm nghiém dit liéu dién thoai di dong phai c6 l1énh kham vi dién
thoai chtra dung s6 lugng I6n DLCNZ,

17 Giang, T. (2021), Privacy of Covid-19 patients needs to be protected. Vietnamnet, truy cap tai
https://viethamnet.vn/en/privacy-of-covid-19-patients-needs-to-be-protected-741642.html?

18e, T.-A. T., Vodden, K., Wu, J., & Atiwesh, G. (2021). Policy responses to the Covid-19 pandemic in
Vietnam. International Journal of Environmental Research and Public Health, 18(2), 559. Truy cap tai
https://pmc.ncbi.nim.nih.gov/articles/PMC7828055/, truy cap ngay 26/4/2026.

19 EBSCO, FBI-Apple encryption dispute, truy cap tai https://www.ebsco.com/research-starters/law/fbi-
apple-encryption-dispute, truy cap ngay 25/01/2026.

20 Riley v. California, 573 U.S. 373 (2014), Supreme Court of the United States, truy cap tai
https://supreme.justia.com/cases/federal/us/573/373/, truy cap ngay 26/4/2026.

143


https://pmc.ncbi.nlm.nih.gov/articles/PMC7828055/
https://www.ebsco.com/research-starters/law/fbi-apple-encryption-dispute
https://www.ebsco.com/research-starters/law/fbi-apple-encryption-dispute
https://supreme.justia.com/cases/federal/us/573/373/

TAP CHI PHAP LUAT VA THUC TIEN - SO 68/2026

Thet ba, xudt hién thach thire doi Véi co ché gidm sat viéc tuan thi phap ludt ve
dez liéu ca nhan.

Viéc mé rong quyén xu ly dit liéu trong tinh trang khan cép ciing dit ra thach
thire dbi véi cac thiét ché giam sat. Khi nhiéu cha thé clng tham gia xir 1y dit liéu
nhung quy dinh vé tham quyén va trach nhiém chwa rd rang, viéc kiém soét tinh hop
phap, can thiét va tuong xtng cua hoat dong xur Iy tré nén kho khin. Vi vay, phap luat
can thiét lap cac co ché giam sat doc 1ap va hiéu qua nham bao dam quyén luc duoc
thue thi dung muc dich, tranh xAm pham qua muac quyén va loi ich hop phép caa cha
thé DLCN.

Tur thuc tidn xir Iy dit liéu ca nhan trong céc tinh hudng khan cap cho thdy phap
luat can thiét lap co ché can bang giita hai yéu cau tuong ching déi 1ap: mot mat bao
dam Nha nudce c6 du tham quyén va cdng cu dé tng pho kip thoi véi cac tinh hudng de
doa tinh mang, stic khoe cong dong, quéc phong, an ninh qudc gia hoac trat ty, an toan
x& hoi; mat khac phai ngan ngira nguy co lam quyén, mo rong qua mac pham vi xir ly
dir liéu hodc duy tri viéc xi 1y dit liéu vuot qué thoi gian can thiét.

Trén co so do, tac gia dé xuat mot sé dinh hudng hoan thién phép luat nhu sau:

That nhdt, can cu thé héa co ché kiém soat hoat dong xur Iy dir liéu c& nhan trong
trieong hop khan cap trong Nghi dinh sé 356/2025/ND-CP hwéng dan thi hanh Ludt
Bao vé dir liéu ca nhdan nam 2025.

Mac du Luat Bao vé dir liéu ca nhan nam 2025 cho phép xtr ly dir liéu c& nhén
trong mot sb truong hop khan cap, song cac quy dinh hién hanh chua xac dinh 1 co
ché kiém soat d6i v&i qua trinh xir Iy dir liéu. Do d6, Nghi dinh s 356/2025/ND-CP
can duoc hoan thién theo hudng thiét 1ap co ché kiém soat ba giai doan gom: (i) Phé
duyét trudc; (i) Giam sat trong qué trinh thuc hién; va (iii) Hau kiém bat bugc. Cach
tiép can nay phl hop véi nguyén tac trach nhiém giai trinh (accountability), nguyén tac
tuong xing (proportionality) va yéu cau luu giir ho so hoat dong xu ly dit lidu duoc
ghi nhan trong phap luat bao vé dir liéu caa Lién minh chau Au?t,

O giai doan phé duyét trudc, phap luat can phan biét gitta tinh trang khan cap da
duoc cdng bd hoac c6 thé du bao trudc véi cac tinh hudng khan cap dot xuat. Di véi
truong hop thir nhat, viéc xir Iy dir liéu c& nhan phai duoc thuc hién trén co sé quyét
dinh cua co quan c6 tham quyén cong bd hozc chu tri wng phoé tinh trang khan cap;
trong pham vi quéc gia hoic lién tinh, thim quyén nay c6 thé thusc Tha tuéng Chinh
pht hoac co quan dugc giao chu tri tng pho, con trong pham vi dia phuong la Chu

21 GDPR, Diéu 5(2), 24, 30.
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tich Uy ban nhan dan c4p tinh%. Quyét dinh phé duyét can xac dinh rd muc dich xir 1y,
loai dit liéu dugc phép thu thap, nhdm chu thé di liéu bi anh huong, chu thé duoc tiép
can dit liéu va thoi han xtr 1y. Ddi véi cac tinh hudng dot xuat de doa truc tiép dén tinh
mang, siac khoe hodc an toan céng cong, chu thé ¢ tham quyén dugc phép xu ly di
liu ngay dé bao dam hiéu qua tng ph6?3, nhung phai luu vét hoat dong xir ly va thuc
hién nghia vu giai trinh, hau kiém trong thoi han nhat dinh. Cach tiép can nay vira bao
dam tinh kip thoi cua hoat dong tng pho khan cip, vira thé hién nguyén tic tuong
xtng khi viéc han ché quyén bao vé dit liéu c& nhan chi duoc thuc hién trong pham vi
can thiét va ludn dat dudi co ché kiém soat phu hop.

O giai doan giam sat trong qué trinh thuc hién, can xac dinh r vai trd cua cac
chu thé tham gia xu 1y dit liéu theo Luat Bao vé dit liéu ca nhan nim 2025. Theo do,
co quan nha nuéc dugc giao nhiém vy (ng pho tinh trang khan cip dong vai tro 13 bén
kiém soat dit liéu ca nhan; cac doanh nghiép vién thong, co s¢ kham chita bénh, doanh
nghiép cdng nghé hoic don vi cung cap ha tang ky thuat tham gia thu thap, luu trix
hoac phan tich dir liéu dugc xac dinh 1a bén xir ly dit liéu ca nhan; cac co quan, to
chuc tiép nhan di liéu dé phuc vy hoat dong ung phé khan cap dugc xem 14 bén thi
ba. T4t ca hoat dong truy cap, thu thap, chia sé, chuyén giao hoic xda dir licu phai
duoc ghi nhan trén hé théng nhat ky dién ttr (audit log) va luu giit trong sudt thoi gian
xtr ly nham phuc vu hoat dong kiém tra, thanh tra hoic giai trinh khi can thiét?*.

O giai doan hau kiém bat bugc, sau khi tinh trang khan cap cham dat, bén kiém
soat dir liéu phai lap bao cao tong hop giri co quan quan 1y nha nuéc vé bao vé dit liéu
c4 nhan dé danh gia tinh hop phap, tinh can thiét va tinh twong xing cta hoat dong xir
ly dit liéu. Bao co can lam rd can ct phap ly cua viéc xu 1y, loai dit liéu da thu thap,
pham vi chia sé dit liéu, thoi gian luu trit, bién phap bao mat da ap dung va két qua xoa
hodc an danh dir liéu sau khi hoan thanh muc dich st dung. Truong hop phét hién viéc
xt ly dit liéu vuot qua pham vi cho phép hoic khong con dap tng yéu cau can thiét
cua tinh trang khan cip, co quan c6 tham quyén cé thé yéu cau cham dat hoat dong
xt ly, x6a dir liéu hoac &p dung céc bién phap xu ly trdch nhiém theo quy dinh cua
phap luat®>.

Bén canh d6, van ban stra ddi Nghi dinh sé 356/2025/ND-CP nén ban hanh kém
theo danh muc dir liéu miu twong tng véi ting loai tinh hudng khan cap nhu y té cong

22 Khoan 2 Diéu 12 Luat Tinh trang khan cip nim 2025.

23 Khoan 5 Diéu 3 Luat Tinh trang khan cip nam 2025.

24 GDPR, Biéu 30 vé hd so hoat dong xtr ly dit liéu (Records of Processing Activities).

25 GDPR, biéu 35 vé danh gia tac dong bao vé dir liéu (Data Protection Impact Assessment - DPIA) va
Diéu 36 vé tham vén truge (Prior Consultation).
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cong, thién tai, su ¢6 moéi trudng, an ninh qudc gia hodc phong, chdng khang bé. Viéc
xac dinh trudc pham vi dir liéu duoc phép xir ly khéng chi gép phan han ché tinh trang
thu thap dix liéu tran lan ma con bao dam thuc hién nguyén tac tdi thiéu hda dir liu
(data minimisation), theo d6 chi nhirng dix liéu thuc sy can thiét cho muc dich wng pho
tinh trang khan cap mai dugc phép thu thap va st dung.?®

Thet hai, tang crong hiéu qua co ché hdu kiém va trach nhiém gidi trinh trong xi
ly diz liéu ca nhan

Tai Viét Nam, co quan chuyén trach vé& bao vé DLCN giir vai trd trung tdm trong
viéc quan ly, thanh tra, kiém tra va xt Iy vi pham. Vi vay, co ché hau kiém va trach
nhiém giai trinh can duoc thiét ké phu hop véi tham quyén quan ly hanh chinh cua co
quan nay, tranh chdng chéo hozc l1am sai léch chirc ning cua cac chu thé khac. Theo
d6, phép luat can quy dinh ré noi dung ho so giai trinh bat budc, bao gom: cin cir phéap
ly, muc dich xir ly, nhan su phu trach, loai dit liéu thu thap?’, thoi gian luu trix va bién
phap bao mat.. Trén co sé do, co quan quan |y ¢6 thé 4p dung bo tiéu chi danh gia nhu:
(i) Tinh can thiét (dix liéu co6 thuc su can cho muc tiéu khan cap hay khong); (i) Tinh
twrong xtng (pham vi xir Iy c6 vuot qua mac can thiét hay khong); va (iii) Tinh tuan thu
quy trinh (c6 thyc hién day du cac budc phé duyét, luu vét va bao cao hay khong). Két
qua hau kiém can gan vai ché tai cu thé, bao gdbm ca trach nhiém hanh chinh va trach
nhiém ca nhan caa nguoi ra quyét dinh, nham bao dam tinh ran de va hiéu qua thuc thi.

4. Két luan

Thoéng qua viéc nghién ctru quy dinh Luat Bao vé DLCN nam 2025 va Luat Tinh
trang khan cap nam 2025, bai viét cho thay phap luat Viét Nam da budc dau thiét lap
co s& phap ly cho viéc xir 1y dir liéu khong can sy dong Y caa chi thé dir liu trong céc
tinh hudng dac biét. Pong thoi, nghién cau chi ra nhitng khoang tréng phap 1y vé cin
ctr xtir Iy DLCN, pham vi xir ly dit liéu va co ché trach nhiém giai trinh. Trén co s& do,
bai viét dé xuat dinh hudng hoan thién phap luat theo huéng can bang gitra yéu cau
ng pho khan cap va bao vé quyén chi thé DLCN. Tuy nhién, nghién ciru van con han
ché do chua di sdu danh gia thuc tién ap dung va kinh nghiém quéc té. Trong thoi gian
t6i, cac nghién ctu tiép theo can mé rong theo hudng so sanh phép luat va danh gia tac
dong cua céng nghé s6 nhiam gép phan hoan thién co ché bao vé dit liéu ca nhan trong
bdi canh khan cap.

26 GDPR, Diéu 5 khoan 1 diém ¢; OECD, Huoéng dan vé bao vé quyén riéng tw va luu chuyén dir liéu ca
nhén xuyén bién gigi, 2013.

27 Lili Zhang, Perihan Elif Ekmekci, Virginia Murray, Burcak Basbug Erkan, Francis P. Crawley, Xueting
Li & Yandi Li (2024), The ‘PROTECT’ Essential Elements in Managing Crisis Data Policies, Data Science
Journal, truy cap tai https://datascience.codata.org/articles/10.5334/dsj-2024-012, truy cap ngay 30/01/2026.
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